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6G: A platform serving applications and enabling values

« A platform for a wide range of
technologies towards a wide
range of applications, users,
verticals, and ecosystem

» Designed to enable values to the
environment, society and
economy

* The networks should expose data
through simple APIs and allow for
interaction with applications
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Source Hexa-X-11 D1.2

Industrial Sensors Network for Safe
Production & Manufacturing

Wireless In-Vehicle Network

Expansion
over time

Y 0 Platform (a set of technologies offering services




Hexa-X-ll E2ZE system design
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T
Design principles & requirement for 6G End-to-End System ‘.A.’

Ten 6G design principles achieving the 6G key values
realization of environmental, social, and economic

sustainability.
+ Seamless Immersive Reality » Real-time digital twin
Support and Flexibility to bitrates <250 Mbps both uplink and bitrates >100 Mbps
exposure of 6G Full automation different neytwork downlink guaranteed E2E latency ~1 ms
services and optimization . guaranteed E2E latency<10 ms very high service reliability (7 nines) and
s scenarios e . .
and capabilities accurate positioning of the devices. coverage (4 nines)

Network
Scalability

Internal interfaces
are cloud
optimized

Minimizing

Resilience and
availability

Separation of
concerns of
network functions

environmental footprint

and enabling sustainable
networks

» Crystallized around simplification, security/privacy,

and sustainability

Source: [HEX223-D21]

Persistent security
and privacy

» Cooperating mobile robots
bitrates <10 Mbps

E2E latencies <0.8 ms

high service reliability (5-7 nines) and
similar positioning accuracy.

» Network assisted mobility

bitrates <10 Mbps

guaranteed E2E latencies <20 ms
guaranteed coverage >99.9%

service availability 99.99% within the
service space, working at high speeds
and supporting seamless handovers.

high local connection densities (<10 /m?
indoor).

» Ubiquitous Network

service area to >99% of Earth’s surface,
Bitrate <25 Mbps

E2E latency 10-100 ms

* Human-centric services

sets extreme requirements on the security,
privacy, and reliability (up to 99.999%),
while requiring modest latencies (100s ms).

» Transmission jitter/packet delay variations
ranges from 100 ps to 100 ms for prospective use cases from other SNS JU projects

A complete description of Hexa-X-1l system requirements (technical & functional) is available

in Hexa-X-11 D2.3



Evolution towards 6G

A 6G RAT should support an
extended spectrum range than 5G,

provide open interfaces, and plug into
an updated 5G CN

6G radio access
5G radio access

| New RAT
NR evolution spectrum compatible with NR

¥ ¥ ¥

Existing spectrum New spectrum

especially sub-6 GHz e.g. 7-15 GHz, sub-THz

Source: [HEX223-D21]

The CN of 6G is
standardized as
evolution of 5GC

5G will continue
to use legacy
CN/RAN
interface

\

5GC
evolution

New/modified components to
support 6G UEs and RAN

CN/RAN split remain as a key interface
/ but could be different for 6G

The standardized 6G RAN
«— architecture could be different than
5G RAN

+——__ Evolved LLS is an importantinterface,
and will be supported from day one in 6G

E\" 6Gis a new RAT

LLS = Lower layer split

DC




Overall (interim) system blueprint &= o ws

Multi-stakeholders

App Application layer

Service exposure

Application enablement platform layer

Management & Orchestration

Service exposure Service exposure

------ Beyond Communications functions - - - - -
Localisation Sensing | 1 Al(aaS) functions
1

AlaaSF

6G RAN NF

Data
networks

Transport NFs Security & privacy

Network functions layer

Service exposure

Cloud continuum

Infrastructure layer

Al framework

Data framework

Pervasive functionalities
Source: [HEX224-D23]



From 6G enablers to 6G system design? A

Security, privacy and E2E resilience
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Architectural enablers

Al enablers for data-driven

architecture

Data and model sharing  Split learning setting

Measurement poinks  memory & compute @ communication

Flexible topology with
optimal drone placement

Final Optimized MST after Pruning and Removing Redundant Drones

/ Network modularization \ :

| Modularization granularity L
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Lower Flexi
Higher Performance

Higher Flexibility
Lower Performance

New access and flexible
topologies

Multi-connectivity

Object Bit Rate [Mbps]

Virtualization and cloud
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Principle 10

nv.) sustainability
/ Networks beyond \

communications

Modular network functions for cell-free MIMO
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Source: Hexa-X-1l D3.3 - Initial analysis of architectural enablers and framework

Principle 3
= Flexibility

Dynamic device offloading

Device Network Central

Device2

[l ~eplication



https://hexa-x-ii.eu/wp-content/uploads/2024/04/Hexa-X-II_D3.3_v1.0.pdf
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Radio interface and protocol enablers

Control plane Separation of Mobility improvements
IDL E/CONNECTED SSB Data-driven mobility
Flatter RRC MOdT“U'ifﬁVERC w | e

* Avoiding hierarchy
levels

* ASN.1 shall not enforce
nor prohibit procedures

Reduce signalling
overhead

Pracy Prering Dva Callcton ‘

Massive MIMO

cell 1
i T Principle 10
' @ immm;}:;femypesof Sustainability
[ connected mode mobility
D-SSB @
User plane .
Computational aware mobility .
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Management & orchestration enablers

Intent-based management

Intent Reporting

DSM Intent Management Entity
(IME)

Intent Interface Intent Fulfilment
Intent i
[ Intent CRUD ] [ Intent Feasibility Check

Intent Feasibility Check ]

. ‘— Intent Interpreter Intent Intent CL Governance and
. ivation/| i Coordination Service

Intent Fulfilment
Information Data 3P Profiling
Intent Conflict information services (Contracted SLA) (Offering SLA)

Damain Language Intents

DSC/DSP pient Handlng Tntent report Intent Conflict
Capability Exposure management Detecti R
(Business)

_|Intent-driven Closed-Loop (CL) Control for fulfilment evaluation

Intent CL
Execution

Intent CL Analytics
KPI & KVI

Intent CL I
Decision

Data Services

Intent Closed-Loop
] Instances (e.g. for

expectation targets)

b

" 3 3 Resource MDs
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Service MD
(next-gen 0SS)
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Matrics
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Human-machine intent interface
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Intent Reporting
emavamer | Intent Conflict Administration i
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Intent-based placement
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Experiences DB | | CL Governance and
Coordination services

Intent closed-loop coordination Principle 2
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T
Security privacy and resilience (SPR) enablers “w

SPR controls concept and interfaces E2E Service Management Domain Principle 6
NiliMn?d t : Access Trustworthiness | Security Security and E Security
. Use a general Ioosely Coupled model lg)t_,:‘flm n. e Control of MnF ~ | assurance Robustness All MnS consumed and rivaC
tbl th th OAM g t t Y consumer Control @ @ [ ®of MnF @of Almodel @ mﬂ;:;:wem o) y
compatipie wi e Integration omain
fab rlg g Cross-domain Integration Fabric .
. All MnS Sc‘ruritvarl\d Access Princigle 5
e Use ETSI ZSM014 as foundation for eI @ G W et & SOHY @ AN @ conr Resilience
these interfaces domein |__Jcona_Lotw?_____J ofer | ____| and availability
ManagementDomain

/ SPR control at deployment TRLs \ / SPR controls at validation TRLs \ / SPR controls at basic TRLs \

Attestation _7’7,_ . R Alice
Serv 7N
Y \ N ” _{ ~ \m,ﬂﬁ
20 R e - : 1 tove
A2 [ I \ i B
| 1, S, e Y, e N 2 Channel | [ channel i é B g?
Operat KmSs ) A, v T, B = cader cader .
perstor }M—{ [ Y ¥ % N [~ - AN ] | o) B 1
‘ = ‘ ___________ S
e — 2 i & 0

Trustworthy Al (framework for security and
privacy in federated learning, Explainable Al Physical layer security

against adversarial attacks on IDS . Context awareness S EAE et s

Quanturn. resista?nt crypto + DT-and ML-enabled - Physical layer
E2E resilience simulation \anomaly detection deception /

Source: [HEX224-D23] IDS: Intrusion Detection System

Confidential network
Distributed ledgers for decentralization/multi-
stakeholders




Enablers from other SNS-JU projects ’}}

Analysis of other SNS stream B
enablers

» |dentify Missing/undercovered enablers in
, Hexa-X-II - but important for the 6G platform
» Align and possibly complete Hexa-X-Il design
principles
Evaluate other Stream B project (sub) system
architecture to align and possibly complete
Hexa-X-1l system architecture

6G blueprint design System design guidelines

Migration from 5G to 6G
System design principles
6G system requirements

» E2E system blueprint - overall
» Specific views




Complement Hexa-X-1l enabler T

Enablers from other SNS-JU projects o “w

0 Network functions (inc. =
i:y} T;:; m‘l)’ M Edge resources) —=—-
= am P . .. . .
) e | Traditional Service Deterministic Service
Multi dimensional + UE functions for on
network infrastructure board sensors »
<-:§»‘:1> INL \ﬁ;&\’;\ f c)a."vo‘ e . v i et ’ Vﬂ‘dl‘: e
VILEO ™ 2 " A A
‘Service HA“PS [
e Multi constraints radio feeder
teeder Multi mission - access network

radio protocol

unified with terrestrial
network component

Delay 4 Delay

Multl terminal types and
usage conditions

* Time sensitive network

. : » Wireless-friendly, adaptive end-to-end
 Regenerative payload on NTN « In-X subnetwork - Reference architecture for scheduling algorithms

indirect communication mode

. . o . * DETERMINISTIC6G, deliverable D3.1 ” Report on 6G
* 6G-NTN, deliverable D3.5 "Report on 3D multi layered 6G-SHINE deliverable D2.2 ” Refined definition of convergence enablers towards deterministic

NTN architecture,” March 2024 scenarios, use cases and service requirements for in- X communication standards,” December 2023
subnetworks,” February 2024

TRANSPORT NETWORK (TN}

PREDICT-6G
FLEX SCALE Zi)) | 7 ] « high speed and energy-efficient  cross-domain determinism,
|- = E| =] tragnspzrt network wit%y multi-domain dataplane
ew s e ::.: I =< programmable transceivers
i B, pme, w($]¢] . * PREDICT-6G deliverable D2.1” Release 1 of
e : {“@ :E'émicséiS::'T‘]’:r:‘;‘g,'e;fi'llzg% PREDICT-6G MDP innovations”, August 2023
\ |OPN5\IWBISOM ,\, ~~. - ..L. ; j




Enablers from other SNS-JU projects

RIGOUROUS

Human- Intent-based Risk App Security Response- L Design
controliable Security formal o] O i Servftz
Prvacy Ul Madelling GUI specification specification policies  Composition Ul
Ul tsmuly (RRAUI) (aoun (sou) (RMuI) Lo

2 a X
Threat Risk Zero Trust an Intent-Based
et Assessor Orchestrator 2
(AID) ¢

- %
Asplication. Sorvcef | Multi-domain \‘3\
Solutions layer

Cognitive
Data & intormation % SOAR LOOPs |/
layer 2% s

» DevSecOps framework cross domains

*RIGOUROUS deliverable D3.1. Design plan of the multi-
domain automated security orchestration, trust-management,
and deployment

| Real Context
| [ Detector ana Mitigation | &
1 Engine ([DEME) L Distributed
‘ H Trustable
§ ([ e J[emem [ ) Al Engine (DTE)
2 ontinuo
glgl ] ==
H ¢ Eoilated Cortant
$ [ sena ]
5 é = ;2
H 1
£ :
i
Early Modedling Pulicies and Data
(EM) Governance PAG)
]

Policies

Data crilectian [infmstnuctes, archestratces]

* NDTs (prediction&prevention, what-if
scenario)

* HORSE deliverable D2.2 HORSE Architectural Design
(IT-1), September 2023

Complement Hexa-X-1l enabler

New enabler Ox.

DESIRE-6G

™
& ok
Cataloy NFVO) 0!
E3 SDN-Contfoller
:

DESIRE6G :

== site
= i
MAS Agent
:

D6G edge site

%
Deployment

" Custom NF-DPs and AFs :

InfraNF-DPs
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Il 'l i
|

1

1
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1 Network
1

|

1

1
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1 x.

| ¥ Monitoring & Runtime Config & Access i? paRuntime
| to NF-DPs
: ML InfraNF-CPs Y
1

|

1

|

1

1

1

1

1

1

1

* Intent-based orchestration and LC
management, distributed agent-based
system

* DESIRE-6G deliverable D3.1: Initial report on intelligent
and secure management, orchestration, and control
platform, November 2023




Enabler selection process

Selection method

| Use Case I—
| MNetw. Stats. I

— Reg. KPI Req. KW

=

.
Generate the Knowledge
Enablers Graph

.
IFWKF'IllF’NKUII I
Prioritization |

New
inputs

Graph Pruning I—

Selected Enablers and the corresponding design
principles and KPls, KVis satisfied

+
[ Use case based/Overall 6G ]

b

Clustering {functional)

EZ2E system design

Source: [HEX224-D23]

Knowledge graph

Parameter
Priority
Maturity

Pruning
Edge connectivity

Value
1
=3
=10
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Mapping selected enablers in the 6G
E2E system blueprint

Data plane

Control plane
APl/Interface//Intents
Control/Observability

Multi-stakeholders

app I Application layer
-] Service exposure T 70
NW-App : NW-App
interaction Nw App Aggregation interaction
for i i for
QOE/Q0S Application enablement platfo QOEQ0S
-1 Service exposure 1"
ARt Beyond Communications functions - - - - -

_________________ 4 Localisation Sensing ;1 Al@aS)functions .

1
Spectrum X : i .
1
1

: cee !
sharing | - AlaaSF
1

Mddularization & service design
Flexible radio interface & protocols

Data
...................... networks

Multi-connectivity

Network functions layer

Service exposure

Cloud continuum

Infrastructure layer

6G device classes
(RHDRBL, HRLL, EmMMTC, EN)

Source: [HEX224-D23]

Management & Orchestration

Service exposure

Intent translation & provision
Multi-cloud
federation

1 orchestration

Security & privacy
Confidential
Quantum JCAS -
S&P. LoTA

Safe Crypto

Al framework

Data framework

ZT automation

& coordination

Al/ML control
for sustanaibili

Data Ops

Data fusion & telemetry

Pervasive functionalities



System Proof of Concept

24

System PoC, with gradual addition to demonstrate system'’s ability to meet the stringent
KPIs and KVIs essential for 6G networks.

System-PoC functional and performance aspects in the system blueprint

Trustworthiness: Energy efficient Resilienca / Limited

o o eromen | coneme R W T e
T f privacy, Digital consumption CAPEX : /privacy. Digtal devices CAPEX

[J] Trustworthiness; Energy efficiency/  Resilience / limited Inclusion. inclusion

g Time related KPls  Power downtime; OPEX

8 < consumplion Management and Diagnostics o e Diagnastics intent

_ orchestration intent orchestration

Network architecture and transformation
Trustworthy flexible topologies,
Beyond communications

Network a

Beyo

@
o
-1
c
[
>
)
b4

Cobots, twinning Caobots, twinning, XR, loSenses E:Egi g
3

<=

T,

/ Trusted
Cobots G Y ke

whg ‘f}
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System PoC A System PoC B

System PoC C N 6 G

Gradual addition

AP jnventory

fideo Sensor data
realisation st xpasure Application layer

Service exposure

s Bovom Commmaiostions kectors

Flexible:
Topalogies.

6G RAN NF

Service exposure

Dataplans

Component/enablers
Application components, SDN
for transport, compute
offload, Al as a service,
intent-based networks,
flexible network topologies,
closed-loop automation, and
Al-based scenarios, service

App

Swarm Functionality
management Alocation

Application enablement platform layer ‘I

Transport NFs

SDN
controller

i Sefvice eXposure
Integration Fabric
Cloud continuum

m

Public/private 5G SA/NSA

5G Core NFs.

integration fabric across
device and cloud

Security & privacy

Al framework

Data framewark

Network functions layer

Infrastructure layer

- ——— = ===

Pervasive functionalities

Implementation with multi-sites and device-cloud continuum environment for cobot-
based latency sensitive services scenarios

Validation results

NEXTWORKS

Sl RN )

((((( — o @
FYLLEL

Cobot-based video surveillance task

Cmmmmmm—m )

Energy- and trust-driven Intent Translation and Provisioning

management & orchestration
Flexible topologies

Training and inference of
collaborative distributed machine
learning model

6G latency-sensitive service
across the compute continuum

Synergetic monitoring

Real-time Zero-touch control loops
automation and coordination system
Al based autoscaling & migration of
real-time sensitive services

*Meet the key system
design principles:
simplification, automation,
scalability, resilience, and
security.

*KPIs & key values: low
latency for demanding
services, zero-downtime,
energy-efficient, trust-
driven operations, and
reduced operational costs

Reduction of energy consumption (%)

Increase of trustworthiness (%)

20 a0 60 80 100 120 2140 160
# Workioads

!\W,,ﬁ

u|
> [ AL L e — |
i |
L}
1] — Latency
Threshold violation
L 1] —| Latency Threshold
1 ' ' Time Steo |
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Key take-aways “w
6G end-to-end
(E2E) system
blueprint .
(overall and
specific views)

D2.1, D2.2, D2.3 and D2.4 (soon) WP2 deliverables are available on https://hexa-x-ii.eu/results/
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