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Chapter 2: Refinements of requirements for 6G E2E system
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6G system requirements refinement (from [HEX223-D22]) ‘.A.‘

* Use case related

Data synchronization

Immersive mapping as a service
Affordability

Improved human-machine interaction
Interoperability

» Operational

Object recognition and tracking

Al/ML training and inferencing complexity and model
generalization capability

Scalability

Transport

Security

Environmental, social, economic KV requirements

+ Seamless Immersive Reality

bitrates <250 Mbps both uplink and downlink

guaranteed E2E latency<10 ms

accurate positioning of the devices

» Cooperating mobile robots

bitrates <10 Mbps

E2E latencies <0.8 ms)

high service reliability (5-7 nines) and similar positioning accuracy
» Network assisted mobility

bitrates <10 Mbps

guaranteed E2E latencies <20 ms

guaranteed coverage >99.9%

service availability 99.99% within the service space, working at high speeds and supporting
seamless handovers

 Real-time digital twin

bitrates >100 Mbps

guaranteed E2E latency ~1 ms

very high service reliability (7 nines) and coverage (4 nines)

high local connection densities (<10 /m2 indoor)

» Ubiquitous Network

service area to >99% of Earth’s surface

Bitrate <25 Mbps

E2E latency 10-100 ms

+ Transmission jitter/packet delay variations

ranges from 100 ps to 100 ms for prospective use cases from other SNS JU projects
* Human-centric services

sets extreme requirements on the security, privacy, and reliability (up to 99.999%), while
requiring modest latencies (100s ms)
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Architecture enablers (1)

Architecture enabler types

Data-driven architecture

Data-driven architecture is a system design approach where decisions and actions
are based on data analysis.

Network modularization

Data-driven architecture is a system design approach where decisions and actions
are based on data analysis.

New access and flexible topologies

The network of networks enabler deals with how to develop and integrate flexible
topologies (such as terrestrial subnetworks and Non-Terrestrial Networks).

The framework of the enablers
of the data-driven architecture

AlaaS

Intelligence everywhere Architectural
¢ v Means -
Protocols

Intent-based
management

(zm)

Network modularisation principle 5G NF, e.g., AMF, SMF, PCF etc.

o>

DataOps

6G modules, i.e., based
on different granularities

Distributed Data Infrastructure

and compasitions

D
-

=» » =@ Micro-services or
> @@ functionalities

Network of networks
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Architecture enablers (2) 0"‘0

Architecture enabler types

Network Beyond Communications Network beyond communication
Joint Enhanced
The enablers for the beyond communication network aim to support new 6G communlcations ﬁm a’ﬂ';‘};;:::;";

services such as sensing and compute, and how to expose the resulting data to be
used both in-network and externally.

Virtualisation and Cloud transformation (loT-Edge-Cloud continuum) Multi-domain/multi-cloud federatior Qa8
and orchestration —

« Compute Plane
« Data Plane
« Network Plane

The Virtualisation and Cloud transformation area aims to develop a cloud platform
for 6G requirements.

[ 1 Federate Underlying IP
Telco-Cloud resources

Resource distribution layer
‘@ :
o "‘ .

Multi-cloud Federation

E2E Orchestration

A
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Architecture recommended enablers (1)

o4

Architecture enablers are recommended mainly based on their importance to the 6G system and some other considerations such
as maturity, high level functionality, dependency on other enablers, importance towards migration, fulfilment of design

principles, etc.

MLOps 6G Network modularisation  Network of networks Exposure and data
management
ALOps E2E service design in Multi-connectivity JCAS Protocols, signalling
modular 6G and procedures
DataOps Network migration enabler Compute protocols,

signalling and procedures

Application-/Device-
specific BCS optimisation

Integration and
orchestration of extreme
edge resources in the
computing continuum

Multi-domain/Multi-cloud
federation



Architecture

MLOps
ALOps

DataOps

6G Network modularisation

E2E service design in modular 6G

Network migration enabler

Network of networks

Multi-connectivity

recommended enablers (2) Q"‘Q

S

This is the core enabler that focus on streamlining the entire life cycle of ML models during development, automating deployment through
CI/CD pipelines.

This is the core enabler that focus on providing accessible Al capabilities through a variety of APIs, thereby eliminating the need for
application developers to build and manage their Al infrastructure.

This is the core enabler that focuses on ensuring data quality by cleaning and validating data for precise Al model training.

This is the core enabler that focus on the 6G NF creation, i.e., how a NF should design, what are the tradeoffs of different design
granularities, the streamlining of the interfaces for different 6G use cases etc.

This enabler details how the new NF composition can affect the E2E design and the service attributes. Furthermore, it focuses on the
concepts such as 6G network slicing (and multi-tenancy) and orchestration, i.e., that are needed for the cost-effective coexistence of
multiple use cases and operators.

This enabler is related to how 5G migration towards 6G will be handled.

This enabler aims to develop so-called subnetworks and integrate these sub-networks into a full network of networks. This helps improve
coverage and mobility performance.

This enabler aims to improve reliability and user throughput as well as reduced complexity. This would reduce the standardization,
implementation, and testing costs without any reduction in performance.



Architecture recommended enablers (3) ’X’

Exposure and data management This enabler focuses on secure and efficient data exposure, essential for managing the vast information generated by diverse devices,
including RAN infrastructure and loT devices.

JCAS Protocols, signalling and This enabler addresses the architectural implications and requirements for integrating sensing capabilities into the network, facilitating

procedures novel BCS applications such as JCAS.

Compute protocols, signalling and To support CaaS and offloading, it will naturally be necessary to evaluate and develop the required protocols, signalling and procedures.

procedures

Application-/Device-specific BCS This enabler focuses on tailoring network operations to the specific needs of applications and devices, enhancing the efficiency and

optimisation effectiveness of BCS data consumption. This enabler encompasses mechanisms for optimizing the placement and resource allocation of

application functions, considering computational and communication resources and security/privacy constraints.

Integration and orchestration of To support extreme edge exploitation as part of the infrastructure, it is necessary to evaluate and develop the required interfaces and
extreme edge resources in the orchestration mechanisms that can deal with this heterogeneous, dynamic, and volatile extreme edge environment.
computing continuum

Multi-domain/Multi-cloud federation This enabler is about the capability to aggregate cloud services provided by multiple domains and providers into a single and coherent cloud.
To this end, the cloud continuum should provide intent-based interfaces for cloud services and the 6G Core network should provide intent-
based interfaces for network services.



SNS JU project enablers

6G NTN work to some extent is
included in the network of

network enabler.

The main enabler from 6G-
SHINE complements the work

in network of networks.

Time sensitive networks enabler

(DETERMINISTIC6G)

» Packet delay correction

» Improved ultra-reliable, low latency
communication (URLLC)

« Data-driven latency characterization

* RAN resource management

Wireless-friendly, adaptive end-to-end

scheduling algorithms enabler

» DETERMINISTIC6G considers novel
algorithms to calculate wireless-friendly
E2E schedules

» PREDICT-6G focuses on improving the data
plane architecture

FLEX-SCALE enablers are
especially on midhaul and
backhaul. It includes flexible
and programmable transceivers,
to be used for software defined
networking control in
aggregation, metro and core
routers.
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Flexible radio protocol - Design options for control & user planes

Flatter RRC design

Avoiding hierarchy levels by, e.g., a
single standalone architecture, a
single spectrum aggregation, no higher
layer protocol split (F1), no notion of
serving cells and BWPs

No enforcing nor prohibiting
procedures by ASN. 1

Faster switch among several RRC
configuration variants

In-line definition of delta-signalling of
releasing by default to reduce
signalling, e.g., during handover

Modular RRC design

Modular RRC could be built with RRC
“profiles” to achieve a simpler RRC
design and UE configuration.

RRC profiles would be RRC
configurations that UE and network
store.

RRC profiles can be tailored to suit UE
operation of different form factors
(such as low-cost, smartphone, ...) and
performance profiles (such as low
latency, power-saving, voice ...).

f UE activity
i

Massive MIMO

Power Saving vs. UE activity: Separate
RRC profiles for each use case.

O

User plane design

U-plane design based on two-stack approach can
enable simpler device implementations not
mixing all mechanisms and optimizations.
Simple devices may only implement a stack
designed for low bitrate services with maximum
coverage (APS).

More complex and capable device would
implement APS and a high bitrate designed
stack (Fast Protocol Stack (FPS)).

FPS would focus on processing-friendly and
implementation-friendly design employing the
concept of radio processing units.

| SDAP |

| PDCP-HI |

PDCP-LOW | | PDCP-LOW |

MAC | | MAC |

| RLC | | RLC |

PHY |

APS FPS

Two stacks for the user plane in 6G with RPU
concept to facilitate parallel processing
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Flexible radio protocol - Data recovery “ws

Cross-layer interaction for
data recovery

« Enhance RLC AM protocol by allowing window movement, by skipping
ReTX of some already TX’ed RLC PDUs and informing RLC RX entity.
» Three possible realizations are introduced:
» Use of new RLC Control PDU type(s).
* Repurpose RLC ReTX for new data.
* Repurpose RLC ReTX for PDCP Out-Of-Window SN.

| ission Windoy {
POCPTX [ ATE s e s T o [ [ o o wnln]n | uln]
Control PDU indicating new RX_NEXT with 18bit SN 2
} I I f f H H { j<——— Transmission Wmdow,%{ —
egen
D/C cPT ‘ NEW_RX_NEXT_SN RLC TX J ‘ ‘ 2 ‘ 3 ‘ 4 ‘ s ‘ s ’r 8 |9 |
z
ssion Wind
venwersy [ n | n ol e e Fd e | o o o o e ]
|Sv55)
. : Window
RLCRX |
Control PDU indicating SN(s) to be ignored with 18bit SN ot
f f f t f f f J @ﬁfw j<———— Receiving Window ————={
D/C| cPT |R‘R|R|R T“““M‘WW‘““‘
IGNORE_SN
IGNORE_SN
f=<———— Receiving Window VH{
\GNOHE,SNRIR‘RIRIRIE PDCP RX ‘0‘1‘z‘3‘4‘5‘e‘7‘5‘9‘10‘11‘12‘13‘1A‘15‘

New RLC Control PDU Types Repurpose RLC ReTX for new data

RLC and MAC interactions for enhanced
RLC retransmission process

In 5G, RLC does not know when the maximum number of
retransmissions at the MAC layer has been reached.

RLC retransmission delay can be reduced by cross-layer
interaction and information from the MAC layer.

An example of RLC and MAC interaction can be the gNB
informing the UE MAC of its configured maximum number
of HARQ retransmissions, or communicates to UE that last
retransmission has been attempted.

For more complex scenarios with multiple RLC AM
processes, different operations can be introduced within
RLC operation.

y 3 -~
] | + gNB MAC
Last
Data
Indicata
\r
\ 'l UE MAC
pt fz Status report
T the T bly tir
. >
! - UE RLC

Flow diagram of an example for RLC and MAC
cross-layer interaction and the latency gain



Flexible radio protocol - Security
Ciphering and Integrity Protection

* Move Ciphering and Integrity functionality from PDCP to MAC

* Integrity protect all L2 headers (i.e., SDAP, PDCP, RLC,MAC SHs including
MAC CEs).

» Cipher the MAC SDU part containing SDAP, PDCP and RLC headers.
» Additionally ciphering/integrity offsets (i.e., I-Offset and C-Offset) define
how much of Higher Layer Data is protected (e.g., IP Headers, Ethernet
Header, complete payload as in NR, etc.).
» Define an additional “Secure DRB”
» Uses |-Offset and C-Offset to protect the complete data like NR legacy.
» DRB with limited throughput and Latency, to limit HW requirements.

s H RLG SDU ‘ ‘ IR H RLG SDU
H H
: ! ‘ DRB1
TB R S S
HDR HDR HDR HDR DATA HDR HDR HDR HDR DATA
f Integrity oo Integrit -
: g ‘ IOﬁsg oy ‘ IOffset
C-Offset C Off et
e I~
Unciphered Unciphered

Proposed AS security AS security with secure DRB extension

\ V4
O
Protected zones in MAC layer

6G MAC layer can introduce “protected zone” to
achieve additional MAC layer protection.

A “protected zone” can be added per transport block
(MAC PDU) that is encrypted and integrity protected
by the MAC layer before the transport block is passed
to the physical layer.

This new MAC layer security solution may be applied
in different variants with respect to what information
is protected by the MAC layer.

For example, many transport blocks may not contain
a protected zone at all.

In another example, all traffic except MAC subPDUs
carrying user plane PDUs is in protected zones, thus
maximizing the amount of control traffic that is
protected and executing the crypto operations for all
this traffic on a single protocol layer, the MAC layer.



Flexible radio protocol - Support of beyond communication

SDAP protocol for beyond
communication services

Optimized handling of data generated by beyond-
communication services, such as integrated sensing,
compute as a service (Caa$), or AlaaS, to allow directly
forward the large amount of data from the base station
to the appropriate network function (NF) instead of

UPF.

AMF UPF SNF CNF GNF
| ! ! ! !
N2 QoS Sensing Computing “Service”

Flow Flow Flow flow

l | | |

RRC SDAP SDAP SDAP |
1 1 T T

SRB | DRB | DRB DRB DRB
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Mobility procedures (1) “we

Data Driven Mobility Computation Aware Mobility
« Data driven mobility mechanism may leverage the capabilities of UEs and * The emergence of new use cases as stated in [HEX223-D12] requires
result in a more informed decision, by considering not only the signal re“ablfeﬂcog"PUte Cafar?‘“t‘es offered by thﬁ ”e'ciiwork such that UEs
measurements but also the information collected by the other sensors and may offload some of the computations to the edge.
UE traffic pattern prediction. + The mobility procedures in 5G e.g. baseline/conditional handover rely
on signal measurements, however this may not be sufficient for
NW UE computation offloading use cases if the target cell does not satisfy
| Privacy Proserving Deta Collection computation requirements of the UE.
CN  NWDAF

+ Computation aware mobility procedures allow the UEs to evaluate its
own computation requirements as well as the computation capabilities

| Leader |

oN [/ of the base stations(s) before initiating mobility procedures (e.g.,
| cotlector || Helper | baseline handover or conditional handover) to the target base station.
NW control unit UE informs gNB of its contextual mobility capability
- NW configures UE-assisted contextual mobility
\.,./ context detection D D
_—
N———— ] UE determines the list of cells/base

stations expected to be used along
with expected time window.

C#1 C#2

0

2 (contextual mobility forecasted report, within [tmin, tmax])

NW uses this information for

" | planning the mobility resources.
(") It can also inform the UE about
NW condition (e.g., load) of the

shared cells.

3 NW may inform the UE of the forecast load/cell condition D
cell 1

UE can configure its cell measurements based on NW
feedback (e.g.. not measuring overloaded cells)

4 N tmin

(contextual mobility update, within sub-seconds) + config recommendation
NW may reconfigure the UE based on contextual mobility update
5 mobility decision .
: _ | itiIS unknown to UE
NW-triggered or UE-triggered —]  tmax .
tme . IFCHTOrC# 2 satisfy

Computation requirements.
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Mobility procedures (2) “we

Separation of IDLE/CONNECTED mode signalling Enhanced SpCell Change with UE Initiation

U Secen Sncel
Multiple separate SSBs compared to a single root SSB in |
5G. This allows the network to turn off nodes that are i by o notwerke
not used, and a need to study mobility procedure for it. |
+ Idle mode-SSB: in IDLE mode and provides system o g "
information 1. RACH MSG #1
*  Mobility SSB: for mobility measurement and 2. RACH MSG #2
contains an identify for beam or Tx-Rx point 3. RACH MSG #3
Dynamic/dedicated SSB: for serving cell (EAS ot IEnIY), Retrieve UE Context Request
measurement 5. Retrieve UE Context Response
Prepare UE AS-
Context

I-SSB ocl 6. UE SpCell Access Request
?Bcr-)l M (Target SpCell UE AS Context)
MIB (=]
o
4 s 7. UE SpCell Access Config
(Target SpCell UE AS Context is

tggted via Source SpCell-UE Security context

8. RACH M58

RACH Success

T
Qup) | "L Wait for Target
ol | %] PDSCH SpCell RRC config
a Cel 9.Target SpCell air-n ge
(e.g{ RRCSpCellAccess, ciphered and security protected using source SpCell security context)
M-SSB Deciphering and integrity verification
PBCH ™} M-55B-id ('MRS-id) using source SpCell security context
(m) St vauetog (rosh, 10,6 Apple target SpCell air-message
i Different types of 10. RRCSpCellAccessComplete
,,,,,,,, connected mode mobility

11. SpCell Access IND

E PBCH | D-s5B-id (“dynamic cell ID") Delete UE Context

(uIB)
I 4 \ Connected with target SpCell |



Support for architecture and higher layer - Application-NW
interaction for service differentiation

Low Latency Scheduling
UE indicates what traffic pattern to expect via

Periodic Cadence Report (PCR).

» PCR prohibit timer to avoid abuse of
frequent PCRs changing the grant
scheduling back and forth.

Introduce multiple SR configurations for

different applications, services,

Traffic profiles.

QoS Flows or

» Different SRs may be different in time
domain, frequency domain, cyclic shift

of the PUCCH sequence.

; |
CONNECTED |
T
AS Security |
establised |
! I
! '
buff ' |
i CONNECTED 3
7 ULTB ! .
! I
(MAC CE-PER) |
PCR Prohibit ; AS Security establised
Timer UL data 3 !
S ; : Scheduling Request :
[PeR bsed scheduiing J — : logServicon) \
T grant
i
!

scheduling at
UL ETA

UL Grant

1
UL Grant :\/
' T

(fits to UL needs of Service X)
UL TB

(for Service X)

Ad-Hoc RB and Inline Signalling

Dynamic setup, reconfiguration, and
release of RBs based on App/Services
requirements via inline MAC CE
signalling.

Reduced signaling overhead, more
App awareness & UE intelligence.

)
|
!
i

Data Transmission )

(fits to UL needs)

7
Pattern
changed

]

Data Transmission

i
Pattern changed

: Scheduling Request '
p—————>Schedding feduest______,

j

| adapt schedulin

(for Service Y)

UL Grant

1
PCR Prohibit
Timer
Expiry

UL TB

(MAC CE: PCR)

PCR Mechanism

i
i
adapt scheduling
T
i

(fits to UL needs of Service Y)

Service Specific SR

i i
Preloaded UE Contexts or default configs
for different traffic profiles/RF conditions/...
with “secure” IDs
CONNECTED
AS Security establised
Optionl: DRB Sktup J
UL data |
——
ad-hoc
DRB setup
! ULTB |
| (MAC CE indicating ID, Data from new DRB) '
i
ad-hoc
DRB setup
1 data
Option2: DRB Reconfiguration
i
UL data__i
|
ad-hoc DRB
reconfig
due t 1
pplication need: !
H UL TB |
' (MAC CE indicating different ID) |
ad-hoc DRB
reconfig
3 data
Option3: DRB Delta Reconfiguration _J
UL data |
ad-hoc DRB
reconfig
due to
application needs !
] ULTB :
(MAC CE: pdcpReordering=X) |
ad-hoc DRB
reconfig
i
! data
i

Inline Signalling via MAC

O

Dynamic adaptation of QoS

resources for interactive services

Hard QoS metrics guarantees for service
provisioning in the cellular network is not
optimal for high bandwidth adaptive
applications.
Adaptive resource type can be introduced in
6G for applications that tolerate adaptation of
their QoS requirements in a controlled and
responsive manner within RAN congestion
timescales, and with the criterion for
adaptation being to optimize the achievable
rate while fulfilling a maximum PDB.

Bit rate

Latency

PER

DC-GBR
Bit rate
guarantees.

Burst peak
rate
guarantees
Strict upper
bound, shall
not exceed
PDB by

Adaptive
“Soft” bit rate
and (optionally)
burst peak rate
guarantees

Soft upper
bound, shall not
exceed target
PDB by more

Non-GBR GBR
No bit rate Bit rate
guarantees guarantees
Should not Soft upper
exceed PDB bound,
by >2% of shall not
packets at exceed
uncongested PDB by >2%
cell of packets

Packets exceeding PDB do
not count to PER

allowed PER than target PER
percentage of
packets (*)
Packets exceeding PDB count to

PER

Comparison of the current and new resource types in terms
of QoS metrics behaviour



Support for architecture and higher layer - Integration of

Architectural enablers

Network Connectivity Evolution Enablers

» Consists of network of networks, multi-connectivity, protocols, signaling and
procedures for beyond communications functionalities and network migration.

» Network of networks contributes to creating a seamless and ubiquitous
communication system with the use of terrestrial subnetworks and NTN.

» Multi-connectivity is associated with the radio protocols via the evolution of
Carrier Aggregation (CA) and Dual Connectivity (DC) and the aggregation of
different access network in the RAN.

» The protocols, signaling and procedures for beyond communications
functionalities, is concerned with both compute offloading and JCAS

» For compute offloading, new functional nodes (i.e., offloading node (ON),
computing node (CompN) and compute offload controlling node (CCN))
that could be flexibly deployed anywhere in the wireless network are
introduced along with proposed messaging exchange for node discovery
and compute tasks offloading.

» For JCAS, new Sensing Management Function (SeMF) is introduced
determining the sensing resources depending on the sensing requirements,
radio conditions, and sensing constraints. Additional information exchange
between the RAN nodes and SeMF is needed to assist with sensing
resources and sensing service management.

» Multi-Radio Spectrum Sharing (MRSS) should be transparent to legacy devices
and rely on native 6G device capabilities, which can be achieved if MRSS reuses
5G signals to minimize coexistence overhead.

O

Al Enablers

MLOps, AlaaS, and DataOps are complementing each
other to achieve an Al-native system.

MLOps addresses the ML development lifecycle,
including data preparation, model training,
deployment, and monitoring.

Integration of MLOps requires radio protocols to adopt
new signaling and information exchange between
various network entities and the UE.

Integration of privacy-preserving data collection and
learning introduces new architectural elements such as
data aggregators (i.e., leaders and helpers) and
collectors, which are based on privacy-preserving
cryptographic protocols.

» Leader may be realized as a network data
analytics function (NWDAF) service responsible
for the coordination of data aggregation of
encrypted UE data and share it with Collector.

* Collector may reside in the data network to
preserve UE ownership of the data.

* Helper may be in data network, assists the
Leader with the computation

* Privacy is preserved under the assumption that
the Leader and the Helper do not collide (i.e., do
not contain the same data shares).



Support for radio and future device enablers - Integration of radio

o2¢

enablers
Joint Communication and Sensing Energy Efficient Radio Design
* Seamless integration of sensing functionality *  Prioritization of energy and cost efficiency through a flexible radio design

and communication service

+ Key considerations include: software settings:
» Deployment
*  Waveforms
» Resource allocation
« Security

Inclusive Radio Interface

Intelligent Radio Air Interface Design » Handover enhancements for
seamless integration of NTN and TN

» Application of Al and ML techniques for design and with approaches for
optimization of wireless air interfaces o Pedveten ot NI FerReEr

» Al/ML-driven design is applied at transmitter, signalling overhead using
receiver, and transmitter and receiver jointly quality of service aware

omission of handover common
information and random time-
based conditional handover

» Change of physical cell
indicator without handover

* Main aspects
* Modulation and coding
* Channel state information acquisition and
compression
*  MIMO transmissions
» Compensation for hardware impairments

» Operation modes comprise fixed hardware configuration alongside adjustable

» Software updates can be conducted with procedures established in 5G,
while hardware changes may require modifications in standards

Spectrum Access Solutions

Spectrum sharing schemes

* New assumptions on radiation
patterns and user equipment
deployments

« Simulation and stochastic
methods for TN-NTN spectrum
coexistence

* Framework for joint investigation
of 5G-NR and 6G

Low-latency spectrum access with
focus on initial and shared access



Support for radio and future device enablers - Integration of 7
device enablers ’.A.’

» Based on the work presented in D5.2, 6G device classes can be divided into two categories:

« Novel 6G device classes: In this category, the devices are expected to be novel compared to 5G device
types. The device classes identified are: Reliable High Data Rate with Bounded Latency (RHDRBL),
High reliability and low latency (HRLL), Energy Neutral (EN).

« RHDRBL and HRLL device classes may introduce additional considerations in Radio Resource
Management logic at the base station and the packet scheduler.

* EN device class will require RRC extensions to enable an efficient energy management at the UE
side and the RAN node side.

« Enhancements from 5G devices: In this category, the devices targeting the relevant 5G use cases (i.e.,
massive Machine Type Communication, enhanced Mobile Broadband, and Ultra Reliable Low Latency
Communication) will continue enhancing their design objectives in 6G.

« The support of this category may introduce stricter QoS requirements and QoS control, evolving
the current 5G mechanisms available in the radio interface for 6G.
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Radio interface/protocol specifics from SNS-JU projects “we

From radio protocol perspective, DETERMINISTIC6G discusses

DETERMINISTIC6G

many of the advances in the state of the art in resource
allocation that aim to ensure reliable and predictable
communication services. For example, solutions for
streamlining the repetition and retransmission processes,
latency prediction architectures, etc.

DETERMINISTIC6G addresses dependable time-critical
applications that require strict guarantees in Packet
Delay (PD) and Packet Delay Variation (PDV) beyond
optimizing average throughput and latency current
applications need.

6G-NTN

There are many design drivers and TN-NTN integration
aspects under investigation that will involve innovations from
radio protocols, such as Al driven radio resource control,
energy efficient service delivery in multi access technology
network (i.e., NTN/TN), interference mitigation through Al
driven RRM, access protocols enhancements to optimize
mobility, split options between TN-NTN, etc.

* The 6G-NTN ambition is to ensure the full-fledge

integration of the NTN component into the 6G system.



Radio interface and protocol enablers recommendation

Radio protocol enablers:

Control plane: flatter and
modular radio resource
control

User plane: a dual
configuration, data recovery
and reordering, ciphering and
integrity protection on lower
layers, SDAP for beyond
communication

Mobility: data driven mobility,
computation aware mobility,
support of separation of
IDLE/CONNECTED mode
signalling

Radio protocol support for
higher layer enablers:

Application-Network
interaction for

service differentiation and
QoS/QoE management

Al
Network of networks
Multi-connectivity

Beyond communication
enablers (compute offloading,
JCAS)

24

Radio protocol
interface/protocol support for
lower layer enablers on radio
and device:

* Multi-RAT Spectrum Sharing
(MRSS)

» Energy efficient radio

* Inclusive radio interface

* Intelligent radio air interface
» Flexible spectrum access

» Novel device classes (e.g.,
energy neutral)
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Intent-based digital service manager functional architecture

DSM Intent Management Entity (IME)

Intent Fulfilment .
Intent Interface Intent Reporting
Intent Translation

Intent Feasibility Check

... Intent CRUD Intent Feasibility Check ribesm——
..‘—_ Tzl 2T Intent Intent CL Governance an d Intent Fulfilment o 7
Activation/Deactivation Coordination Service T ST e Data 3P Profiling Service
Intent Handling - Portfolio
DSC/DsP Capability Exposure B b t'mf"t;“”ﬂ'ﬁ ntent Conflict information ||| services || (contracted t
(Business) management etection/Resolution sLA) {Offering SLA)

_|Intent-driven Closed-Loop (CL) Control for fulfilment evaluation
M Intent CL Intent CL Analytics
Exeu‘nion (KP1 T KV}
‘ Intent Closed-Loop Instances
(e.g. for expectation targets)
Intent CL Intent CL Intent CL
Decision Monitoring Data Services
I
I

]
Cross-domain
Integration Fabric

Service MD
(next-gen 0SS)

Resource MDs
(RAN, Transport, Core, App, Al)

| )

 Evolutions since its previous version:

o Renaming modules and functionalities to improve clarity.
= "Intent/interface Handler" to "Intent Interface”

= “Intent Report Configuration” functionality to “Intent Report
Management”

= “Intent Fulfilment Internals” to Intent Fulfilment*
o Functionalities re-organization to decrease complexity-

= “Intent Management” functionalities moved into the “Intent
Interface” module

= Added the "intent Translation” functionality

ortae

DEMAME
R @
Reporiing| | = he

| wTEnT REGUEST AND FEASIBLITY CHECK |

{Coniracied SLA) | futimet eaalusnan

ad SLAS b
>
tI'ITENTCLOSED-LGCPFUI.FII.I-IENT & EVALUATIO

3P Profilng :..'.:.-'-: o S#oece MO Radsurce MOs

= CL related functionalities joined into “Intent CL Governance and Coordination Service"



Enabler 1: Intent Translation & Prov1510n1ng

O

WebUl || OSS/BSS
Human-baseﬂT Intent Inlena[}aia Object
¢ (3IGPF data model)
Interpreter <+ NBI
Intent Fulfi Irm-:-nt |
- — Manager
- Intents DB __—‘ 3
¥
SBI-Connectors Intent Enablers
(arc/REST/Kafka, etc.) Mappers
I
|
Integration Fabric
Operation Path Method
Create intent POST
Delete intent /itp/1.0/intent/intent={id} DELETE
Query intent GET
Activate /itp/1.0/intent/activate/intent=
. . PUT
intent {id}
Deactivate | /itp/1.0/intent/deactivate/inte PUT
intent nt={id}

------

uscn & Provivosng yein O330CS & Ooman
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Enabler 2: Data fusion

Architecture

« Knowledge construction
* Analysis
« Anomaly detection
* Root cause analysis
« Mitigation
« Failure mitigation
* Reporting

Interfaces

« Data collection
» Data access (Data interfaces)

« Real-time orchestration support (Pub/Sub interface)

« Analysis report

Workflow
e Data collection

« Analysis (failure identification, mitigation)

* Monitoring

Metrics

Failure , Mitigation __ % C
mitigation support :

: Knowledge Anomaly Root cause
_'_#_‘___‘_--V construction detection analysis
LOQS / E 1 'y :
g3
5] Reporting & C
-‘3‘: E Reporting visualisation
Operations =
[} '
5 =
Q J
Real-time
Knowledge base ——> Data fusion ————— orchestration ——_
support /
(L ' fL
Data Data Pub/Sub
interfaces interfaces interface
Knowledge Anomaly Root c: Fail . Knowledge Real-tim
Extormsal construction detection analysis mitigati Reporting base Data fusion monitoring
—_— H H : = =
Data | . N
collection | . -+ store raw
— : D
Analysis I - >
— . .
P,
check for anomalies
get raw data
[
anomaly events ~
detected
Eget fused data sngnalss
—_—
:  identify mitigation
: actions :
generate analysis : . :
— . summary : : :
ngistra!ian | : " it : : : -
. J : register monitoring ~ - . . :
N topic N Data M . new daia received
H published | - . :
Subscribers

seoeLB)Ul
sisAjeuy

jusweabeuew
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I:ii [ Intent Conflict ]

Admin Detection/Resolution

S N I >
o CL Management :
Logic :

North-Bound Interface

Internal
interactions

CL Governance Service ]

Provisioned CL

i External
DB H

interactions

A

Rules&Policy
DB

\ | South—Bounvd Interface | / [Intent Conflict Information}
| l | i)

NBI: CLC access interface:
* Interaction with Intent Conflict Detection/Resolution module
* CL registration/removal from CL Governance
« Administrative interface for Rules & Policies management
SBI: consumer of the external modules’ interfaces :

 CL Governance interaction (conflict avoidance/mitigation
Start/Stop CL, update configurations, collect information
about running CLs)

* Intent conflict report for conflict notifications

* Other CLCs to avoid multi-domains/layers conflicts and
enable CL collaborations

Enabler 3: Intent Closed Loop Coordination

Intent Conflict —_—— ———————————— 3 3
Detection Resolution ||| CL Management Logic ‘ T s 34 CLDB | Conflict Mitigation Logic Rules&Policies DB ‘ CL Governance | | Intent Conflict Information ‘ Other Domain CLCs

O

CL Management logic. Allows the registration of the CLs at
their creation from the CL Governance.

e Provisioned CL DB maintains CL information
(configurations, goals, targeted resources, etc. )

CL conflict mitigation logic. Exploits the Rules and Policies
DB to know how to act in the case of CL conflicts.

e enforce command and retrieve information from the CL
Governance, generate notification for the Intent
Conflict Report.

e incorporate a mechanism for interacting with its own
counterparts in other domains.

CL Coordination management

Closed-Loop Coordinator

, (Potential) conflict detected [CLid]
[list of poténtially affectd CLids][Decisions 1

! 2 checkloop existence |

' 3 check loop existence |
iakdieaidinoplexistaRceary]

alt _/ [CL(s) not registered]

4 Error CL(3) not found |

[CL(s) found]:

| 5 loop(s) identified

1 6 select policy/rules i
Sl ecpolin /i [ex M

alt / [Local CL (IME Layer)]
| 7 enforce conflict |
1 7 avoidance/mitigation action

|_ 8 Executed

[inter-CLC coordination requires

| 11 Executed

[Decision is Delegation] |
| 12 wait for odclc notification |

|13 done

| 14 Notification about CLs and countermeasurements taken

15 Resolution applied |
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Enabler 4: Intent Conflict Administration ‘.A.‘

» Detecting intent conflicts detects intent conflicts in
. two scenarios: when validating the intent and
s pousonng | INtent Conflict Administration continuously monitoring the intents once deployed.

; 4-| Reporting Intent conflicts . . .
| Itont conficts | . - Generating proposals for intent conflicts proposes
I 4-| Generating proposals for Intent conflicts l— Declaratlx_fe_z Iptent . . . ey e

- : Reconciliation actions and predicts their effects to mitigate the

-
intent Reporting Closed Loop Coordination Confl]Ct'
» Reporting intent conflicts generates a detailed

description of the intent conflicts.

Intent Reporting

¥

Intent Conflict Administration

Intent Translation & Provisioning l I Intent Conflict Detector I Intent Conflict Resolver | Intent Conflict Reporter ] I Closed Loop Coordination ] Intent Reporting

! 1 Send Intent information

>

| 2 Store & check the Intents in intent DB

alt  /

| Within Intent Conflict Detection :

i 3 Detect the conflicts within an Intent

i 4 Report the detected conflicting expectations

5 Report the within intent conflicts

A\

At

: Between Intents Conflict Detection :

| 6 Detect the conflicts among Intents
i 7 Extract the conflicting expectations

: 8 Send the conflicting expectations to receive proposals to resolve conflicts ‘

o

i 9 Propose, predict and evaluate the intent conflicts

10 [Opticnal] Send the selected action(s)

i 11 Send a report regarding to conflict resolution along with intent IDs __'

i _ 12 Report the Conflicts between intents to store in intent DB

e

13 Report the between intent conflicts

A
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Enabler 5: Human-machine intent interface design “we

The main objective of this enabler is to allow users/applications from i
different domains/verticals to express the intents in their own a4 o o s N
domain language without any telecom/network knowledge (No Applcation/Machine

restriction to use the network domain language or any standardized 0 lea '
data ObjeCtS). [ Domain Language Intents ]4

3P
l Profiling

Interpreter —» Manager <—T

Interpretation
Models DB

Interpretation

Experiences DB

Y
CL Governance and
Coordination services

\ | South-Bound Interface | /

i

Human-Machine Intent Interface Design

CLGovernance
tion Interpretation
Models DB Exper? eeeee pe Interpreter Manager and Coordination

S The NBI enables the users to express their
intents to the network and receives feedback. It
— o could be: Human to Machine (H2M)/Machine to
[y Human (M2H) or Machine to Machine (M2M).
T st The SBI allows the interpreter to interact with
other modules in the IME through the Manager.
A . — _ _ _ Those modules are: 3P Profiling, and Closed Loop
g Governance and Coordination Services.
‘].] ﬂe_t eeeeeeeeeeeeeee f deviation
e (ermtiondense 14 request to update the interpreter —
‘L]unda‘.e the interpreter

: .
Vodels 06 Experiences 0 v ey e iy
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Enabler 6: Intent-driven placement “w

Intent Interface —

* Goal: Extend Intent Fulfilment mechanisms
to support intent-driven compute placement intent-driven

placement Intent Translation —

in the cloud continuum. A

Intent CL Governance and Execution Decision

Coordination Service [ [

» deriving the execution domain (agent) to | =

contact and request orchestration
through the MCEF integration fabric T

 taking into account the current state
through compute domain telemetry

« spawning and maintaining a (set of)
closed-loop(s) in charge of reacting to =

Intent p Intent CL Governance an ol Intent CL Intent CL Intent CL
igm. with placemen
(augr - i pracepet Coordination Service Execution Decision Monitoring

changes notified through the compute
domain telemetry or other sources of o
context information to adjust placement
to maintain according to the intent .

expression R

Management capabilities
exposure framework

Compute MD Compute MD Compute MD

Compute
MDs

Closed loop with required
»

Placgment enforcement request (Jossibly through next-gen|0SS)

Monitor fselected domain
e
Continuou:
Compute Domainsfstate update
Notify update
Reconsider

Notify placemerg on selected domain
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Enabler 7: Declarative Intent Reconciliation ‘.A.’

 Internal Architecture: » Workflow:
» Git Server « CL Initiation: a new Agent is created upon each CL initiation.
» Reconciliation Engine « CL Coordination: CL conflict resolution triggers pipeline updates.
hd Age nt Declarative Intent Reconciliation

Cla %ove;ljance p RecoEciIiation Inte'g:.]rition COSS/(ﬁCS/f;I Domain
. and Coordination it ngine abric ontrollers/Managers
« External Interfaces to manipulate CL | | | __ | |

information (goals and actions) and execution
pipelines

 WebUI

(1) push a new CL instance

(2) send Push event

(3) get CL decisions

(4) return CL decisions

(5) compose pipeline

* REST APIs

(6) push pipeline |

| (7) deploy an Agent for this CL instance Agent

I (8) trigger the pipeline execution

| (9) exequte CL actions (10) forward requests

| (12) forward results (11) return results

(13) pipeline executed |

(14) nponitor domains

I e |

CL Coordi

(15) modify goals of an existing ¢L

(16) send Merge event

(17) get update CL decisions

(18) return CL decisions

. (20) update pipeline

Integration

| (21) trigger the pipeline execution

(22) execute CL actions (23) forward requests

(25) fgrward results (24) return results

(26) pipeline executed

(27) nmponitor domains

|

|

|

|

|

| (19) compose a new pipeline |

I :: I

| | |

. I I I
Fabric | | |
[ [ '

I I I

| | .

I I L

: 1
CL Governance Git Reconciliation Integration OSS/OCS & Domain

and Coordination Engine Fabric Controllers/Managers
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Enabler 8: Intent Reporting “w

[Report 8 confiiof]

- FEport Managamant Managsd Emitty
H s P
Mns P M5 P MRS P MnS P Mns P Mns P Close Loop
WIS Consumer Mn3 Produoer intcndDB Report M:mnancrt‘ FRepart Database ManagedE niity | 3rd jprodiling Dafa Servioes | | Close Loop Coordination
Recommender Impact Analysis Prediction )
- . (¥t of altribobas of ident IDC >
Notification Collector Report DB B
Notification Subscription Py
Repo Config Instances Repo spec B e

Notification Reader

| 1.1 a oilly Tanget confict

| 145 Crasis and siora mgort |
e

Integration Fabric PREELE

§ Torpof confied ndormetion : : 5 5

Instances CL Coordinator Data Services m-
Service Portfolio [ {140 Mty contics | ; ;

3Profiling : : ; | 1.4 Croaus and s gt |

1, 1.1 Moilfy conflici

Intent DB e |

« Exposes the information associated with =
the intent-based management actions o
reflecting the status of the intent in three i
scenarios: feasibility, conflict = B SO |
management and fulfillment. ; JrT—— I

- External interfaces: notification channels, =
expose report information and access to — i k
external data for report management. - - - e -
Intent database, service portfolio, conflict i - S —
coordinator. Ty

« Optional components: Impact analysis, . = '
recommendation and KPI forecasting. |
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Enabler 9: 3rd party services “w

N (O 2
|, if Fedewon || Extemal i , || |f Exema | { cawog | { sewice {  3rd party profile for tenants that are going
€ 1 j Management || Monitor Fault 118 : j Catalog | | Translaton | |  Catalog . t t th H X “ t
igi ----------- |__ Detect__ ! §§E --------------------------------- 0 access to the Hexa-X-Il system.
DSl e, fmmm——— == ) 2 Sl | | poeee e pmmm—m————— . . . .
28 [ “service 11 Tustlevel 1} 5Ol || Federation | | Atematives & | » service offerings linked to tenants according
& ji_wenory i evaluaton i | |{ Management | priorization | to well-defined SLAs.
p—— Third party profile s===t ] | Service Offering |
. . . . . snant [ BS3_Ds3P1 BS3_DSP1_S0 B3S_DSP1_3P 035_DSP1 [ BSS_CSP2] [ BSS_D?PZ_SO [BSS_DISPZ_BP ] [ OSS_ICSPZ ] [ 0S5_DsP2 l
 Third-party profile includes the information . eewe .
related with the user, the permissions, the = |
trust level in federation scenarios, services e
contracted and SLAs. L e -
» Service offering includes service
characterization with its flavors (SLAs,
coverage), relationships with other services. . | )
« Federation interconnection management
support. - 00000 |
- External interfaces: expose internal service S S—
catalog and access to external service
Cata lOgS Y fed e rat] O n m a n age m e n t Y . Se r,V] Ce 21 1Bmgmt request completed ) Pm——— E E E
discovery, performance and fault monitoring. oo

1| BS=_csP2 (grey) and ©55_CSP2 (grey) belong
1| To the company fuffiling the capability role
|




Network services M& O related enablers

1. Network Programmability Framework

. Monitoring and Telemetry Framework

. Management Capabilities Exposure Framework

Security Framework

. Synergetic Orchestration Mechanisms for the Computing Continuum
. Al/ML algorithms

. Network Digital Twins Creation Mechanisms

Real-time Zero-touch Control Loops Automation and Coordination System

Cloud transformation enablers:
1. Integration and Orchestration of Extreme Edge Resources in the Cloud Continuum
2. Multi-cloud/Multi-domain Federation



T
Additional M&O enablers from other SNS-JU projects ),

1. 6G Automation and Optimization: Enabler from the DETERMINISTIC6G project, which focuses on:

« Multi-vendor automation and management (LCM, FCAPS, orchestration, optimization) driven by
intents and operator deployed Apps, supporting analytics and service exposure.

« Automation for service assurance e.g., based on intent-based management.

2. Intent -based Orchestration and LC Management: Enabler from the DESIRE6G project, which
focuses on:

* Programmability of KPIs on extreme networks.
* Management of intents.



Enabler recommendation

—

. Network Programmability Framework

Monitoring and Telemetry Framework

Management Capabilities Exposure Framework

Security Framework - Trust Management System

Synergetic Orchestration Mechanisms for the Computing Continuum
Al/ML algorithms (both two sub-enablers are selected)

Network Digital Twins Creation Mechanisms

Real-time Zero-touch Control Loops Automation and Coordination System

O 00 N o0 U1 N W N

Integration and Orchestration of Extreme Edge Resources in the Cloud Continuum

10. Multi-cloud/Multi-domain Federation

O
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An E2E View: Controls and Enablers ‘.A.’

Focus tlhe Security, Privacy and Resilience (SPR) work on the identification and description of SPR
controls

« Not necessarily new, differential functionalities, but addressing specific threats
* Mechanisms to detect them and to mitigate their impact

» To be applied in infrastructure and service desigh and planning, and to be used by enablers
« With a SPR or any other objective

Structured along the threat families they address, as described in D2.2
» Architectural trends
» Pervasive, trustworthy Al
» Trust infrastructures
» Physical layer security

Advice on design patterns and use of the SPR controls
» Coordination with the relevant WPs and their SPR concerns
« |ldentification of relevant SPR enablers in other SNS JU projects

Interface to security controls
 Structured around specific SPR enablers



-
Interfaces for SPR Controls ‘.A.‘

» Use a general loosely coupled model, compatible with the OAM integration fabric
« Controls are accessed through APls, either local or remote

» Based on a few basic principles

» General loosely-coupled model, compatible with the WPé6 integration fabric
» APl-oriented (not necessarily REST in all cases, like crypto)

E2E Service Management Domain

- * Use ETSI ZSM014 as foundation

offered to ACCBss Trustworthiness Security Security and i o for these ]nterfaces
L5M ® Access Control of MnF -'F_:‘Jh:llfr'-lii‘:‘ .IErJi;-u*_-'_n-;'ua .i-.I rﬂ:.- consumed
e T o @cf MnF f &1 model w EZES . .
Control @ @ . Praimocel @ rmanagement A set of security interfaces
domain .
well aligned the above
All MnS Securityand | access princi pleS
consumed by @ ® ® _ § Security 9 Robustness & Control . .
'Tﬂrﬂt".l“f“f"'l; ACCess Trustworthiness assurance of Al model ¢ USG ]t as base, Val]date
domain Control of Mnf of MnF

and extend it as required

Management Domain

.....................................................................................................................
i



SPR

Controls - Attestation Capabilities

« Confidential Computing

* Top

O

» main() {... // telco functionality}

Integrity of compute infrastructure, images

and workloads N
Trusted execution environment (TEE)
Remote attestation (RA) } v
Analysis and quantification of the Opestor | ———> | Kt /Rehyng Pty <—
performance overhead

Analysis of the need for a layer abstracting — cemesassondsces i ionsnarrovsione
different approaches to TEES orae eerens o kS ke
Standardization of RA and combined

attestation

ology Attestation

Ensure path enforcement in under-/over-lay

topologies

Sharing a small segment of metadata added to

(some) packets

NBI of the PoT controller
Integration in a more general SDN —
environment
Common interface for both attestation 4
controls

» >get and mount secrets

> launch application

Init Agent <—

TEE / Attester

CNF

Interface to other CNFs
using provisioned secrets

> launch enclave

Container
—
n3 ™
—lp | Q] | el e
Middle Egress
node node



SPR Controls - Al Features

« Anomaly detection in disaggregated environments
« Address disaggregated architecture threats by means of Federated Learning
 Increase safe integration with the use of synthetic data, NDT generated

RAN Intelligent Controller (RIC)
at second-level aggregator @
[ ]

4 N\

App | --- 4P

App
Disaggregated RAN
Units as
Federated cllents
Network Digital Twin

VW
Traffic type #1 | Traffic type #2 Traffic type #3 E AN . (NDT)
Security Data Collector

Local Model

» Secure and privacy-enhanced machine learning
* Provide interpretable explanations in attack detection and mitigation
« Address the security-privacy balance in federated learning

24
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SPR Controls - Trust Fabric ‘.A.’

» Crypto transition
« Support quantum-safe and cloud-aware crypto mechanisms to satisfy:
 Agility, maintaining evolution paths as algorithms and technologies evolve
» Pliability, able to adapt to network management best practices
» Controls based on ongoing projects in the Quantum Flagship and Horizon Europe

« Evolved LoTAF

Extend the original concept formulated in Hexa-X
Objective attributes, including NDT-based evaluation
Reputation systems

Subjective assessment

Trust lifecycle model

Level of Trust

Trustee

Trust Trust Trust
W - specification establishment L U termination

Level of Trust Assessment Function

Users’ interactions in

Cloud continuum Trust lifecycle ‘



SPR Controls - Physical Layer Security

Context awareness
« Improve key generation based on channel characteristics
« Demonstrator based on USRPs

DT- and ML-enabled anomaly detection
« Discriminate between interference and intentional jamming
« Use a DT for integrate contextual awareness

Threat model for JCAS
* ldentify trust domains in JCAS architecture
« Apply well-known threats models for security and privacy

Physical layer deception
« Defend from eavesdroppers

« Deception by falsified information at the data (loss of interest)
and control (fake exposure) planes

Physical twin
/'(;i \'fii \”l
l ! \”,i (r’i Sensing:n;i;i
!
W
Central unit \ /
Positionin RSS
Aﬂom?ﬂ | information information
meod L Rer ] tam
If | Alice
Cipher [m,k]‘
v ! ,
m | Eve
} lhk
h | Ch I .
“cocer | | coder L
P mdy) | | ma | py, b----- Bob ! ,
I A
X
v
e
frequency 1




T
Specific Enablers - Internal and Other SNS JU Projects ),

* E2E resilience evaluation
* Service, network and management described by - A 5
Petri Nets S Ut
+ Including a model of the communication service A NgE T g
delivery, including RAN, TN, and CN modules LN O R S O oS SN '

* Interacting with one another and external conditions ~ O e N S N
by means of events e T @t e

—{ u_3nc)
.......

« Arelevant step for system design validation, “r e &Y/
assessing network resilience performance e ey, e

wiy [l = [ =] * Integration of enablers from other
T p= SNS JU projects
=  Service lifecycle management and
orchestration of security features
* RIGOUROUS SecDevOps mechanisms
« HORSE what-if scenarios
» ACROSS security orchestration




Recommendations on SPR and Further Work

« Address the identified enablers, according to their current TRL
« TRL 5-6, consolidated enablers
« Confidential network deployment
« Disitributed ledgers
* TRL 3-4, experimental enablers
* Trustworthy Al
« Quantum-resistant crypto transition
« Level of Trust assessment
« TRL 1-2, concpetual, PLS-focused enablers
« Context awareness
« Anomaly detection
* Deception mechanisms
« JCAS threat mitigation
« Report experiment results on the associated SPR controls

« Address SPR considerations in other WPs
« Map them on the identified enablers and SPR controls

« Address the integration of selected enablers from other SNS JU projects
« Lifecycle management
 Security orchestration

O
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-er selection to update the 6G system blueprint (@)

Enabler selection methodology : Knowledge Graph Method

e Features for Recommended Enablers —
s  IMmplementation: Noisy Knowledge Graph e

Implementation: Pruning Parameters and Pruned Graph

Mapping selected enablers in the 6G E2E system blueprint




\ V¢
6G Technology enabler selection methodology : Knowledge graph method ’.‘.’

Use Case

« Step 1: Develop a Noisy Knowledge graph by utilizing — Netw. Stats.

the meta-data collected. (oo —
functionality complexity T |

« Step 2: Prioritize the enablers and their  — ¥
dependencies that are essential for the 6G E2E Enablers Generateéﬁzpﬁmw'edge ]‘
system design. ——— 1

« Step 3: Certain inputs might provide the same level
of functionality, or they may achieve similar [ Prioritization ]
objectives. Hence, those inputs are clustered on the New
basis of functionality. inputs

[ Clustering (functional) ] I

« Step 4: Graph pruning, i.e., selection of enablers, |

utilizing the defined objective and the constraints. |

[ Graph Pruning ]—

« Step 5: If a new enabler becomes available or the |

.. Selected Enablers and the corresponding design
existing features of the enabler changes, the principles and kPIs, KVIs satisfied
method can be reiterated to obtain a new or v

updated selection of enablers. Use case based/Overall 6G
E2E system design




Enablers are considered as High, Medium, or Low on
prioritization scale towards inclusion into the 6G E2E
system blueprint depending on their current state of
development and experimentation.

The main functional behaviour offered by the enabler.
Needed functionalities are identified from the system
requirements in section 2.1.

The technical readiness level (TRL) of the enabler, with
TRL-1 being just a concept and TRL-9 being deployable in
product.

Enablers could be requiring standardization effort, or
they may not be needing any standardization.

Certain enablers may be present in 5G and it will be
important to maintain/evolve them to ensure a smooth
migration to 6G. Interoperability with 5G is one
important requirement for the 6G system in section 2.1.

The Enabler may or may not require new hardware
components when implemented.

An enabler might have a dependency on other enablers
which are being explored across the Hexa-X-1l project or
other SNS-JU projects.

The enablers, which have dependency on each other,
may or may not have readily available standardized
interfaces.

The use cases (established in the Hexa-X-1I deliverable
D1.2 [HEX23-D12]) to which the enabler is applicable.

The design principles that a given enabler fulfils.

Features for recommended enablers

o4

BT T ] High-level Y Standards Relevance to AR Dependency on LR Applicable De.51g.n
Sril e |lisel o functionality (SR requirements |migration UL other enabl'ers new use cases * I
prioritization - level) requirements interfaces addressed

DESEEEY | Oy sttissie il TRL2  |Yes No No No No 123456 |5

mechanisms retransmission schemes e

Ciphering & . .

. . Enhance the ciphering Not sure, to be

Integnt_}, High e T TRL 2 Yes No determined No No 123456 (46

Protection

Intelligent Siomal .

transmitter and |[High 15028 processing TRL6  |Yes No No MLOps No 123456 |NA

X functions

receiver

Intelligent . Receiver related ,

J———— High et TRL 6 No No No MLOps No 123456 (N/A
Network functions
layer, might also have

6G network . .

tularisation High l].tmted 1.-mpact on TRL 1 Yes Yes No No No 123456 (3456789

Pervasive
functionalities
Pervasive DataOps, AlaaS,

MLOps High functionalities - AT TRL2 Yes No No arch means & No 123456 (236,10
Framework protocols

link to meta-data collection



https://eur02.safelinks.protection.outlook.com/?url=https%3A%2F%2Fdoi.org%2F10.5281%2Fzenodo.12570057&data=05%7C02%7Czhenhua.zou%40ericsson.com%7C2ad697839b134a1ae56808dc96a95224%7C92e84cebfbfd47abbe52080c6b87953f%7C0%7C0%7C638550901201187055%7CUnknown%7CTWFpbGZsb3d8eyJWIjoiMC4wLjAwMDAiLCJQIjoiV2luMzIiLCJBTiI6Ik1haWwiLCJXVCI6Mn0%3D%7C0%7C%7C%7C&sdata=qxr%2Fo%2FCf1ROTEs5yTiwW4R4CekMWsiTWsAa4M9mlrgo%3D&reserved=0

Implementation: Noisy

Full Noisy Knowledge Graph with red
bubbles representing use cases, green
bubbles representing design principles and
the blue bubbles representing the
recommended enablers and their
dependencies.

nowledge graph

Energy Neut. Dev.

Peell Rec
Compute offload protocols

Fulfills
T R
gz

S Dp10
o,

Aoy "";’:M": Aopi
— Aty

oDl

“_MBAC feder n
b e el
S ﬁ,,,,,,:\, totn

RAN protocols
WFS
Telemetry

UcsPs
PFN config

et Migr™




Implementation: Pruning parameters and pruned graph ‘X‘

Selected enablers by utilizing KG method

Management capabilities exposure framework We perform the pruning Of the nOisy KG,
Aae> wherein we set the parameters.

6G Network modularisation
E2E service design in modular 6G
Modular RRC

Application-NW interaction for service differentiation and QoS/QoE management Parameter Value
Intelligent t itt, Priority 1
ntelligent transmitter z

- : Maturity >3
Intelligent receiver or
Intelligent transmitter and receiver Edge connectivity >10

Spectrum sharing, coexistence
RIS system integration
Identification of 34 new 6G device classes (RHDRBL, HRLL,-EmMTCw EN)

Intent Translation & Provisioning
Multi-agent systems for multi-cluster orchestration

Decentralised Orchestration system
Integration and orchestration of extreme edge resources in the computing continuum

Real-time Zero-touch control loops automation and coordination system

Al/ML-based control algorithms for sustainability.
Confidential Network Deployment

Quantum-Safe Cryptography

LoTAF

Trustworthy Al

MLOps

Architectural means and protocols

Monitoring and Telemetry Framework

Data fusion mechanisms based on telemetry data
DataOps




Updated list of selected enablers

after the pragmatic considerations

Given their importance from a technical and operational
perspective for the 6G E2E system, it is proposed to add the
following enablers as part of the pragmatic considerations:

Chapter 3 on architecture enablers

Network migration

Network of networks

Multi-connectivity

Compute protocols, signalling and procedures
Multi-domain/multi-cloud federation

Chapter 4: radio interface and protocol enablers

. Flat RRC design

. Radio processing units for user plane

e C(Ciphering and integrity protection

o Data recovery mechanisms

e SDAP (radio) protocols for beyond communication
services

e Separation of IDLE mode and CONNECTED mode
signalling

. Data driven mobility

e  Computation aware mobility

e  JCAS protocols, signalling and procedures

e  JCAS waveforms and frame structures

e  JCAS resource allocation

Chapter 5: management and orchestration enablers

. Federated orchestration system
e  Network Digital Twin

Chapter 6: security, privacy and resilience

e  JCAS security and privacy

Intelligent transmitter

Intelligent receiver

Intelligent transmitter and receiver
Spectrum sharing, coexistence

JCAS waveforms and frame structures
JCAS resource allocation

Identification of 3 new 6G device classes
(RHDRBL, HRLL, EN)

Modular RRC

Flat RRC design

Separation of IDLE mode and CONNECTED
mode signalling

Ciphering & integrity protection

Data recovery mechanisms

SDAP protocol for beyond communication
services

Radio processing units for user plane

Data driven mobility

Computation aware mobility

Application-NW interaction for service
differentiation and QoS/QoE management

Network migration

6G Network modularisation
E2E service design in modular 6G
Multi-connectivity

Network of networks

Multi-domain/multi-cloud federation
Integration and orchestration of extreme
edge resources in the computing continuum
AlaaS

JCAS protocols, signalling and procedures
Compute protocols, signalling and procedures
MLOps

Architectural means and protocols

Monitoring and telemetry framework

Data fusion mechanisms based on telemetry
data

DataOps

Management capabilities exposure framework

Intent translation & provisioning

Multi-agent systems multi-cluster
orchestration

Decentralised orchestration system
Federated orchestration system
Real-time zero-touch control

loops automation and coordination system
Al/ML-based control algorithms for
sustainability.

Network digital twin creation mechanisms

Confidential network deployment
Quantum-safe cryptography
LoTAF

JCAS security and privacy
Trustworthy Al



System blueprint refinement

Data plane

Controlplane ~ meeeeeee
APl/Interface//Intents ----
Control/Observability -—

Multi-stakeholders

App Application layer

Service exposure
Nw App Aggregation

Service exposure

------ Beyond Communications functions - - - - -
Localisation Sensing | 1 Al(aaS) functions
1

AlaaSF

6G RAN NF

Transport NFs

Application enablement platform layer

Data
networks

Network functions layer

Service exposure

Cloud continuum

Infrastructure layer

Security & privacy

Al framework

Data framework

Pervasive functionalities



Mapping selected enablers in the 6G E2E system blueprint -
- *74

Controlplane e
APl/Interface//Intents - =-=-=-=-----.
Control/Observability e —

Multi-stakeholders

App IR Application layer

Service exposure

NW-App . NW-App
interaction Nw App Aggregation interaction

for ; i for
QOE/Q0S Application enablement platfol , =

S Service exposure

Management & Orchestration

Service exposure

Intent translation & provision

------ Beyond Communications functions - - - - -

1 3 = . ] .
_________________ qLocalisation Sensing. . j-.-.-..._._._.___ 1A , ions..
Spectrum : ng . : Al(aaS) functions

NN W sharing B | | " T
X 1

Mddularization & service design
Flexible radio interface & protocols

ZT automation T
& coordination
AI/ML control € eratlo.n
Sgsute
NDT creation orchestration
Security & privacy
Cogf(:i:e tial Trustworthy Al
Quantum JCAS -
Safe Crypto | _s&p. || -OTA

Al framework
AI/ML Ops

Data framework

Multi-connectivity

Service exposure

Cloud continuum

Data Ops

Data fusion & telemetry

Infrastructure layer

6G device classes
(RHDRBL, HRLL, EmMMTC, EN)

Pervasive functionalities
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System-PoC A

Remote Application
Server E E

S O R

User Interfaces, Dashboards

-
-

Service orchestration

?Warehouse Digital Twin Inventory ?
Management ? Energy efficient Network Domain Resources

) Functionality Allocation
Path planning Object Detection

L. Cross-domain Resource Orchestrator

E §3 Cross-domain monitoring e } A

Intent-

based
DSM

Warehouse _
Application = “i-
Domain Server

Overview of the platforms and tools configuration for the warehouse
inventory management designed solution [HEX223-D22]



System-PoC A

‘ _________________
Triggering when status

is changed/a metric
exceeds a threshold

Intent
—_

Triggering FA in the case of intent request, exceeded threshold detected or reported status unavailable

™
%

Request specific data (workloads, nodes, trust indexes info)

v

Request compute nodes jnfo

i
%

Response nodes info

Request computational workloads info

F

e

Response workloads info

Reguest|/compute nodes trust indexes

F 3

. L
Response trust indexes

Response data (workloads, nodes, trust indexes info)

F 3

Optimal placement response

.

Module utilisation during

Optimisation

MNew placement request

Trust Ener, . . : . .
Infrastructure . . . BY Functionality Orchestration Physical/Virtual
API Server . Service Registry Evaluation consumption .
Monitoring . Allocation (FA) Enforcer Resources
Function assessment module
@ __[______Continuous collection of KIPs and status | [ 1 g

O

New placement response

A 4

Orchestration action

[
L

Orchestration actions respanse
-

Update nodes response |

Update services response

A

Message sequence diagram of System-PoC A [HEX224-Dé6. 3]
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T
System-PoC A ‘.A.’

-~ proposed FA mechanism vs random placement (baseline 1)
27.5 4-=> proposed FA mechanism vs round-robin placement (baseline 2) }-- o wm]

P N R — AR — ) —
229
20.0 -
179
15.0 4

12iD

Reduction of power consumption (%)

10.0 A

5 10 15 20 25
# Workloads

Reduction of power consumption with increasing number of compute workloads of the
proposed FA mechanism compared to two baseline algorithms [HEX223-D22]



System-PoC A '

100 - —— Functionality Allocation ———j-———— ] 0.38 4 —— Functionality Allocation L 1 A2
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o H 1

@ | i

x i H

i | |
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# Workloads # Workloads

Comparison of the execution time (left) and the scores (right) achieved with increasing number of
workloads having a fixed humber of compute nodes (43) for the functionality allocation algorithm and
PuLP GLPK MIP solver [HEX224-D63]



Component-PoC#B.1 - Al-assisted E2E lifecycle management of
a 6G latency-sensitive service across the compute continuum “we

GUI interface

Remote Operation Center

WebRTC frame
server sampler

./

ML-Based
encoder Object —
Detection

Robotic Arm
Controller

remote control
bridge/relay

Edge

. video i
vehicle control - operation
streaming control

A high-level overview of the architecture and the design of the developed
latency-sensitive application in Component-PoC#B.1

Device

Robotic

Vehicle Robotic Arm



Component-PoC#B.1 - Al-assisted E2E lifecycle management of
a 6G latency-sensitive service across the compute continuum ‘.A.’

Color Legend
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A terminal e -

A detailed view of the Component-PoC#B.1 application’s deployment



Component-PoC#B.2 - Training and inference of collaborative distributed machine learning ‘T’
model on a dynamically changing heterogeneous 6G architecture environment A

Measurement points memory compute @ communication

Input o Output
Nodes Generalization Node Nodes
T T T T T T T T T T T T T T T e mmm = === e m oo -
——————— -.————|————-I r 1
: lgradients 1 ! : ' Output !
| Physical ' ' AN R Jaaia . consumer |
: | I | activations | I
1 I | 1
| : pctivations b 1 ---» videobitrate I
| A o - @
| gNB :— . | gradients : :
| JCICTIVUtIfJI‘IS | i L "
l MAC N ‘:“““" - -2 CD
: ¥ grodenis ; !
e czz=z=zzz=z======= =a W | gradients . :
: | activations : @ ---»videodelay I
| 1 |
: UPF IP : I : . : cctivu.ti?m . Output :
dients | ' s Ianh. aEEEEEREEEE
: .___f?r(;e_nf-t____: UPE ‘: : consumer :
e o e e e e e e e e e e e e e e e m = e e == . L e e e e e e e e e - -

Message bus

Split Neural Network setting that enables training an ML model
collaboratively between network functions. [HEX224-D33 - Section 8.1]



Component-PoC#B.2 - Training and inference of collaborative distributed machine learning ’T’
model on a dynamically changing heterogeneous 6G architecture environment A

Input Node Generilzation Node Qutput Node
Fhysical MALC Systam Generalization VideoBitrateEstimation VidealelayEstimation
atch_index=0
batch_index=0
baltch_index=0
forwardPropagation{input_datalbatch_index])
activations_physical, batch_index
ferwardPropagation{input_datalbatch_index])
activations_MAC, batch_index
ferwardPropagationdinput_datalbatch_index])
-actil.-arinns_s',rsrafn. katch_index
concatenateactivationst)
alt|[ML model layer offloading]

lirst K intermediate NN layers
first K intermediate NN layers
averageMadellayers()
appendMadelLayersToExistingMadel()
remavelayarsFromExgistingMadel ()
remavelayersFromExistingMadel()
TorwardPropagationiconcatenated aclivalions)
Generalization_activations, batch_index
Ceneralization_activations, batch_index |
forwardPropagation{Generalization_activations)
lossComputely’, ylbatch_index])
backwa rdPropagation(less)
‘updateWeights()
gradients_videobibrate
forwardPropagation! Generalization_activations)
lossCompulaly’. vl batch_index])
backwardPropagation|loss)
updatelyeights(}
gradienls_videodelay
averageGradients(gradients videobitrate, gradients videadelay}
backwardPropagation(averaged_aradients)
updateweights(}
ganarate random batch index(]
gradients_physical, batch_index
gradients_mac, batch_index
graclients_system, batch_index
forwardPropagation{input datalbatch_index])

Fhysical MALC System Generalizatian VideoBitrateEstimation VidenDelayEstimation

The sequence diagram of model generalization to multiple use cases and
model layer offloading is illustrated in split learning setting.



Component-PoC#B.3 - Trustworthy flexible topologies in 6G,

\ V'
leveraging on “beyond communication” aspects “e
Public 5G \
Flexible topology
, P2 Functi(gc;nality
— ~ Zlocaten
fne 2q &

J
Flexible . @
topology node “a \v —
— L&

Edge compute

/ Multi-RAT sanen () resources
/ connectivity é
capabilities |\ N
"

Woﬂ(_er node B

FINISISS ﬂ
Remote worker oD

node C Out-of-coverage zone Z Worker node A Primary, in-coverage
warehouse zones

18 «

Flexible topology architecture for showcasing Component-PoC#B.3 inventory management scenario, realized
through a trio of Worker Nodes, consisting of two AMRs and a single autonomous UAV, all operational within a
spatially defined area [HEX224-D33]



(XX)HEXA-X-II

HEXA-X-11.EU // X [ ©

* %

* K

* ok

* ok

Hexa-X-II project has received funding from the Smart Networks and Services
Joint Undertaking (SNS JU) under the European Union’s Horizon Europe research
and innovation programme under Grant Agreement No 101095759.



	Slide 1: D2.3 summary slides: Interim overall 6G system design
	Slide 2: Table of Content
	Slide 3: Deliverable structure 
	Slide 4: Chapter 2 Refinements of requirements for 6G E2E system
	Slide 5: 6G system requirements refinement (from [HEX223-D22])
	Slide 6: Chapter 3 Architecture enablers
	Slide 7: Architecture enablers (1)
	Slide 8: Architecture enablers (2)
	Slide 9: Architecture recommended enablers (1)
	Slide 10: Architecture recommended enablers (2)
	Slide 11: Architecture recommended enablers (3)
	Slide 12: SNS JU project enablers
	Slide 13: Chapter 4 radio interface and protocol enablers
	Slide 14: Flexible radio protocol – Design options for control & user planes
	Slide 15: Flexible radio protocol – Data recovery
	Slide 16: Flexible radio protocol – Security
	Slide 17: Flexible radio protocol – Support of beyond communication 
	Slide 18: Mobility procedures (1)
	Slide 19: Mobility procedures (2)
	Slide 20: Support for architecture and higher layer - Application-NW interaction for service differentiation
	Slide 21: Support for architecture and higher layer - Integration of Architectural enablers
	Slide 22: Support for radio and future device enablers - Integration of radio enablers  
	Slide 23: Support for radio and future device enablers - Integration of device enablers  
	Slide 24: Radio interface/protocol specifics from SNS-JU projects
	Slide 25: Radio interface and protocol enablers recommendation
	Slide 26: Chapter 5 Management and orchestration enablers
	Slide 27: Intent-based digital service manager functional architecture
	Slide 28: Enabler 1: Intent Translation & Provisioning
	Slide 29: Enabler 2: Data fusion mechanisms based on telemetry data 
	Slide 30: Enabler 3: Intent Closed Loop Coordination 
	Slide 31: Enabler 4: Intent Conflict Administration 
	Slide 32: Enabler 5: Human-machine intent interface design 
	Slide 33: Enabler 6: Intent-driven placement 
	Slide 34: Enabler 7: Declarative Intent Reconciliation 
	Slide 35: Enabler 8: Intent Reporting 
	Slide 36: Enabler 9: 3rd party services
	Slide 37: Network services M& O related enablers
	Slide 38: Additional M&O enablers from other SNS-JU projects
	Slide 39: Enabler recommendation
	Slide 40: Chapter 6 security, privacy and resilience (controls and enablers)
	Slide 41: An E2E View: Controls and Enablers
	Slide 42: Interfaces for SPR Controls
	Slide 43: SPR Controls – Attestation Capabilities
	Slide 44: SPR Controls – AI Features
	Slide 45: SPR Controls – Trust Fabric
	Slide 46: SPR Controls – Physical Layer Security
	Slide 47: Specific Enablers – Internal and Other SNS JU Projects
	Slide 48: Recommendations on SPR and Further Work
	Slide 49: Chapter 7 Overall 6G system design
	Slide 50: Methodology for 6G technology enabler selection to update the 6G system blueprint
	Slide 51: 6G Technology enabler selection methodology : Knowledge graph method
	Slide 52: Features for recommended enablers 
	Slide 53: Implementation: Noisy knowledge graph
	Slide 54: Implementation: Pruning parameters and pruned graph
	Slide 55: Updated list of selected enablers  after the pragmatic considerations
	Slide 56: System blueprint refinement 
	Slide 57: Mapping selected enablers in the 6G E2E system blueprint
	Slide 58: Chapter 8 E2E system level evaluation 
	Slide 59: System-PoC A
	Slide 60: System-PoC A
	Slide 61: System-PoC A
	Slide 62: System-PoC A
	Slide 63: Component-PoC#B.1 - AI-assisted E2E  lifecycle management of a 6G latency-sensitive service across the compute continuum
	Slide 64: Component-PoC#B.1 - AI-assisted E2E  lifecycle management of a 6G latency-sensitive service across the compute continuum
	Slide 65: Component-PoC#B.2 - Training and inference of collaborative distributed machine learning model on a dynamically changing heterogeneous 6G architecture environment
	Slide 66: Component-PoC#B.2 - Training and inference of collaborative distributed machine learning model on a dynamically changing heterogeneous 6G architecture environment
	Slide 67: Component-PoC#B.3 - Trustworthy flexible topologies in 6G, leveraging on “beyond communication” aspects
	Slide 68

