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5G reference architecture (from networks-as-devices to networks-as-soEware) – As is

E2E Service Orchestra/on & E2E Slice Management

K8s based Telecom Domain Automation (NEPHIO*)

5G VNF 5G VNF

Kubernetes and plug-ins

Cloud infrastructures

Open APIs

Cloud Infra Resources 
Automa:on (Public & Private)

Workload Resource (NFs) 
Automa:on

Workload    (NFs) Configuration

*) Nephio aims to make Kubernetes the de facto standard for declara've (impera;ve è descrip;ve) management within telecom, by establishing common templates that conform to both Open RAN (O-RAN 
Alliance) and 3GPP specifica;ons for automa;on/configura;on management.
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6G reference architecture: cloud native and secure by design (powered by eBPF) – To be

6G CNF

Kubernetes and plug-ins

Cloud infrastructures

*) eBPF let you run custom code in the kernel when the kernel or an application passes a certain hook point (system call, function entry/exit, kernel trace point, network event, etc.)

The extended Berkeley Packet Filter (eBPF) has the potential for networking (SDN of cloud native age and 
bridge cloud), observability everywhere and security assurance with improved QoE

Cloud-Na/ve 6G Automa/on

eBPF*

6G CNF
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What is the extended version of the Berkeley Packet Filter (eBPF)?

• eBPF is a general-purpose engine (virtual machine) to run programs in the Linux kernel (and now Windows) and 
instrument its behavior without changing kernel’s source code and introducing any harm to its stability

• eBPF programs are portable between kernel versions, atomically updateable, avoiding workload disrupBon and node 
reboot, and verified at load Bme to prevent kernel crashing or other instabiliBes

Syscal

eBPF 
Maps

VFS

- Events
- Histograms
- Flame graphs
- Metrics

Stack 
Traces

Process

Kernel

eBPF

Observability Tracing & Data ProfilingNetworkingSecurity

eBPF

eBPF

eBPF
eBPF

SDKs & Packaging:

Platform: Since 2014 Now

https://ebpf.io/ 

https://ebpf.io/
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Examples of eBPF program types for Tracing & Networking and a<achment types
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Why eBPF?

Programmability

• eBPF makes the kernel 
programmable (CO-RE, 
BTF, and libbpf) at 
run$me and ensures 
the safety of the kernel
and stability of loaded 
programs

Visibility, Control and Performance

• Performance tracing of pre?y much any aspect of a system 
(one host OS)

• High-performance networking (2.5x vs. regular Iptables, 4.3x 
over IPVS for load balancing, O(n) to O(1) operaIon for 
looking up a rule in a table*, where n is the number of rules)

• Real-Time threat detec$on and response, detecIng and 
(opIonally) prevenIng malicious acIvity

Overhead

• eBPF low overhead (e.g., 
“sidecar-free” service 
mesh, XDP offloading – 
direct path) makes it 
ideal for production level 
cloud native 
environments for Telco

“eBPF is to Linux kernel (and now MS Windows) what a Java-script is to Web browser” 

*) Updates to iptables aren’t the only performance issues: looking up a rule requires a linear search through the table, which is an O(n) opera@on, growing linearly with the number of rules. Cilium uses eBPF hash table maps to store network policy 
rules, connec@on tracking, and load balancer lookup tables, which can replace iptables for kubeproxy. Both looking up an entry in a hash table and inser@ng a new one are approximately O(1) opera@ons, which means they scale much, much beHer.

https://cilium.io/blog/2021/05/11/cni-benchmark/
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How eBPF advantages for pod networking

h.ps://cilium.io/blog/2021/05/11/cni-benchmark/ 

• 2.5x vs. regular Iptables Linux networking

• 4.3x over IPVS for load balancing

• O(n) to O(1) operation for looking up a rule

https://cilium.io/blog/2021/05/11/cni-benchmark/
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How eBPF may reduce the number of service mesh proxies to provide the same services

N pods/node è N proxies/node N pods/node è 1 proxy/node
h.ps://isovalent.com/blog/post/cilium-service-mesh/ 

https://isovalent.com/blog/post/cilium-service-mesh/
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eBPF for runtime security

An asynchronous no1fica1on from 
kernel to user space (rule engine) allows 
some 6me for an a7ack to con6nue

eBPF programs kill malicious processes 
synchronously by sending a SIGKILL 
signal from the kernel

[Learning eBPF by Liz Rise]

https://isovalent.com/books/learning-ebpf/
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https://ieeexplore.ieee.org/document/10138542
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Sauron

EDC

vDU

RDC

vCU UPFE

MEC

CDC
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The extended Berkeley Packet Filter (eBPF         ) has the potenIal for networking (SDN of cloud naIve age 
and bridge cloud), observability everywhere and security assurance with improved QoE

eBPF
eBPF eBPF eBPF eBPF

eBPF

eBPFeBPF

Sauron eBPF deployment

https://ieeexplore.ieee.org/document/10138542 

https://ieeexplore.ieee.org/document/10138542
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Rakuten papers

h.ps://symphony.rakuten.com/ h.ps://ieeexplore.ieee.org/document/10138542 

NEW
!

https://symphony.rakuten.com/
https://ieeexplore.ieee.org/document/10138542
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Conclusions

• Building on the exisRng network architecture: 
Leveraging the current network architecture as 
a solid founda6on for the development of 6G

• CollaboraRve efforts for innovaRve 6G use cases: 
With our Ecosystem Partners we are ac6vely collabora6ng to explore and develop 
diverse 6G use cases, including logis6cs, smart factories, drones, medical 
applica6ons, and more

• Empowering a secure and cloud-naRve 6G ecosystem: 
U6lizing Rakuten Symphony, we aim to create a robust and secure 6G ecosystem 
powered by eBPF technology

6G
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